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Introduction

With the rapid development and application of intelligent and networking technologies,
automobiles have gradually evolved from relatively isolated electromechanical
systems to intelligent systems that can interact with the outside world. Information
security issues derived from automobile networking have followed.

Different from the information security of communications and other industries that
mainly cause property losses, as a high-speed vehicle for manning and carrying
objects, when automobile information security problems occur, it shall not only cause
property losses, but also seriously threaten personal and public safety.

Based on the hazards and incentives of automobile information security risks, this
Document formulates general technical requirements for the protected objects (the
technical requirements of the entire automobile and its electronic and electrical
systems and components can be determined based on the function design and risk
assessment results); is used in conjunction with other management requirements
standards; and guides the establishment of an automotive information security
technology system. The standard framework is shown in Figure 1. While stipulating
basic technical requirements such as principled requirements and systemic defence
strategy requirements, specific technical requirements for sub-protected objects are
formulated from the following eight dimensions:

a) Authenticity;

b) Confidentiality;

c) Integrity;

d) Availability;

e) Access controllability;
f) Non-repudiation;

g) Accountability;

h) Preventability.



Management requirement
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Figure 1 — Standard Framework



